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Preface
The smooth running of any organization depends on the way it is networked and what control systems are in place in terms of Information and Communication Technologies    ( ICT). This document serves as a guideline on the used of ICT at Catholic University of Mozambique.
Chapter 1: 
Acceptable Use Policy
1.0 Introduction
1.2 Policy Statement
1.3 Primary vs. Secondary use

1.4 Individual rights

1.5 Impediments to community use
1.6 Guidelines for Using ICT Resources

1.7 Primary Activities

1.8 Secondary Activities

1.9 Prohibited Activities

1.0
Introduction
Catholic University of Mozambique Information and Communication Technology resources are provided primarily to support and enhance the educational and scholarly mission of the university. Catholic University of Mozambique (hereinafter “UCM”) Information and Communication Technology (hereinafter “ICT”) policies and guidelines have been designed with existing national and international laws and other policies as well as the following guiding principles in mind:

1.1 Policy Statement
To provide ICT services and resources for support and enhancing the educational and scholarly mission of the University
It is the University policy to ensure that all students, academic staff, administrative and support staff are trained on a continuing basis to equip then with the skills to fully exploit ICT in their functions.
As a policy, the University will have a budget line specifically for equipment acquisition, maintenance and replacement.
1.3
Primary vs. Secondary use: Catholic University of Mozambique encourages the use of ICT resources for the support and enhancement of the educational and scholarly mission of the university. The educational and scholarly mission of the university in this regard refers to teaching, research and outreach activities. Other activities are considered to be secondary. As such, they are not necessarily prohibited or even discouraged. However, should such secondary activities in any way interfere with primary activities; they may be terminated immediately whether or not such activities are explicitly detailed in the ICT policy statements. 
1.4
Individual rights: UCM respects and promotes individual rights to privacy, equitable and fair access to resources; intellectual, real property, and civil rights. Activities which threaten these rights are discouraged and/or prohibited and may be terminated immediately whether or not such activities are explicitly detailed in the ICT policy statements. 
1.5 Impediments to community use: Activities that are detrimental to community access to ICT’s are prohibited. Such activities may be terminated immediately whether or not such activities are explicitly detailed in the ICT policy statements. 
1.6 GUIDELINES FOR USING ICT RESOURCES

1.6.1 If you suspect violations of this policy, contact the Director of ICT or any other member of the ICT Staff. Minor violations of this policy will initially result in a warning. Serious or repeated violations may result in denial of access to University owned ICT facilities, and will be reported to the appropriate university authorities, and in some cases, to the appropriate law enforcement agencies.

1.6.2 The Director of ICT is responsible for maintaining the security, integrity and smooth operation of the University ICT infrastructure. In cases where direct and immediate action is needed to discharge this duty, all reasonable care will be taken to protect an individual's rights of ownership of data, confidentiality, and privacy. However, maintaining the integrity of ICT infrastructure takes priority over individual rights.
1.6.3 The ICT resources this policy covers include, but are not limited to, hardware (including telephones, computers, and media equipment) either owned or leased by the University, software, and consulting time (and expertise) of the staff of ICT, or other technology support staff of the University. Additionally, owners of personal equipment that is connected to the data or telecommunications infrastructure of the University are also subject to the policies.

1.6.4 Any person with a valid UCM Identity card is authorized to use UCM ICT resources. By using Catholic University of Mozambique ICT resources, all users accept the conditions of this policy. Certain guests and departed members of the UCM community may also use UCM ICT resources, at the discretion of the director ICT.

1.6.5 The Director of ICT is authorized to grant "guest" access to UCM email services. In general, this access is for a specific period of time and for a specified purpose related to the educational mission of the University. 
1.6.6 As a courtesy to departing students and employees, it is customary to grant continued access to the email server to the end of the next full semester following departure. Requests for an extension can be made to the Director of ICT and should include both purpose and length of requested extension. Neither this extension or "guest" access to email services implies access to other services such as lab equipment, consulting services, etc. 

1.6.7 Retiring employees may keep their email access indefinitely. 

An officer of the University can recommend to the Rector to immediately terminate server access for a person who has left Catholic University of Mozambique.

1.7
PRIMARY ACTIVITIES: 
In accordance with the guiding principles of this policy, uses of UCM ICT resources that support the educational and scholarly mission of the University are not necessary. Some examples of these primary activities are:

1.4.1 Teaching, Research and outreach
1.4.2 Administrative functions of UCM
1.8
SECONDARY ACTIVITIES:
Other uses of ICT resources are allowed so long as they do not interfere with primary activities. For example, interference might occur when access to equipment is needed for primary activities, or when secondary activities consume too many resources such as memory, storage, bandwidth or support staff time. Examples of secondary activities are:

1.81 Teaching, Research and Outreach 

1.8.2 Administrative functions of the University
1.9
PROHIBITED ACTIVITIES:

Activities that violate individual rights are prohibited as are activities that interfere with community use. Violations of laws (national and international) and other UCM policies are, as a matter of course, also prohibited; those with relevance to ICT are included in the examples below:
1.9.1 Unauthorized reading, copying, or modification of someone else's files or 

electronic mail.
1.9.2 
Unauthorized use of someone else's password or distribution of your password for 

any purpose.
1.9.3 
Intentional damage to hardware, software, security devices or codes or the 

intentional creation or distribution of viruses, worms or other forms of electronic 

mayhem.
1.9.4 
Unauthorized Internet access to computers at other locations.
1.9.6 
Sending or posting threatening, obscene, harassing, abusive or libelous messages

1.9.7 
Commercial activities, such as development of software for sale, work undertaken 

to support any company, or other contracted work. 
1.9.8
Violation of copyright laws.

1.9.9
Impersonating other individuals or sending or posting of anonymous information. 

19..10
Intentional use of computing resources to the extent that it interferes with other 

users.

1.9.11
Downloading of large files e.g. music , video etc
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EMAIL POLICY 

2.0
INTRODUCTION
All relevant sections of the Acceptable Use policy apply to use of email and other message systems such as chats and talk. This section contains additional policy specifically related to email and reiterates those sections of Acceptable ICT Use policy stated elsewhere that have particular relevance to email.

2.1 
Policy Statement

As a policy email services shall be provided as an official means of communication at Catholic University of Mozambique and support and enhancing the educational and scholarly mission of the University.

2.2
ACCESS: 
Anyone with a valid Catholic University of Mozambique ID card, may have an email account on the UCM email server. Access to this server includes the ability to create personal web pages, send and receive news. Now that email is an official method of modern communication to all students and employees, its use is strongly encouraged. On leaving UCM (graduation, withdrawal, or termination of employment) access normally is extended as a courtesy to the end of the following semester. Retiring employees may keep their email access indefinitely. Requests for an extension can be made to the Director of ICT and should include both purpose and length of requested extension. An officer of the University can recommend to the Rector to immediately terminate server access for an person who has left Catholic University of Mozambique.

The Director of ICT is authorized to grant "guest" access to UCM email services. In general, this access is for a specific period of time and for a specified purpose related to the educational mission of the University.

2.3
EMAIL BACKUP:
As a policy while other parts of the server (system files, software, personal non-email files) are backed up, email messages are not. Users must backup their email messages.

2.4
QUOTAS: 
To ensure that disk space on the email system does not run out, quotas are imposed on the amount of space an individual can use for storage of email messages. This includes mail in the inbox as well as mail in other folders holding saved messages and sent mail. This quota is set high enough to ensure normal operation for the vast majority of users. Because email messages can be saved to disks attached to desktop computers, ICT normally will not relax these quotas. Exceptions to the quota can be granted by the Director of ICT where special needs exist.

2.5
ANONYMOUS OR IMPERSONATED SENDER: 
Electronic messages generated on UCM systems are required to display the identity of the author. No anonymous messages may be sent by email or displayed on the Web. Users are encouraged to delete all anonymous mails

2.6.1 Anyone associated with Catholic University of Mozambique may obtain an account. This includes faculty, staff, students and administrators. There is no reason to share an account.
2.6.2 Access to the server with email on it is granted to individuals, not groups. This is to prevent a password from being shared with a perhaps unknown group of people. Other means of sharing information are available that do not involve sharing passwords. For example, if you need an employee to read your email for you, permissions to your email can be granted to that person's login account. Please contact ICT if you need to share electronic information and we will work with you on a solution. Messages can be diverted if one is not in officer and a send person should act on the mails

2.7
COMMERCIAL ACTIVITIES: 
Use of UCM information resources, including email, for commercial purposes is forbidden.

2.8
EMAIL AS OFFICIAL MEANS OF COMMUNICATION 
Email sent to individual UCM email accounts is an official means of communication. Public bulletin board style mailboxes are for optional information and not covered by this policy. The sender can expect email sent to individual email accounts related to the mission of the University will be read and responded to regularly and in a timely manner. It is the individual’s responsibility to read email in a timely manner and to insure that email is not returned to sender because of improper forwarding or mailbox full condition. 

Some examples of uses of email as official communication include information about class work sent by an instructor to enrollees in a class, distribution of documents mandated by law to faculty, staff and students, and communication by a student to an instructor about class content.
For Heads of Departments it is recommended to have an official email address for the position and a private email. Examples include:- 

i. Rector

rector@ucm.ac.mz
ii. Vice Rector
vicerector@ucm.ac.mz
Personal emails shall this format: initial + surname@ucm.ac.mz



e.g. nmurimba@ucm.ac.mz 
ICT advises that subject line of email communication clearly communicate the contents. This is especially important when transmitting official University business.

2.8
EMAIL ETIQUETTE

This section presents some simple guidelines for electronic mail etiquette. It does not mandate any particular style or rules. Rather it is an attempt to highlight important issues affecting the electronic mail. 
2.8.1 Never send anything you would not want to see in tomorrow's newspaper. There are no security guarantees with electronic mail. Avoid sending ANY confidential or sensitive information via email. Remember, it's very easy for someone else to forward messages you thought were confidential. 
2.8.2 When you are upset or angry, learn how to use to the postpone command. Review the message after you have had time to calm down. 
2.8.3 Do not send abusive, harassing or threatening messages. 
2.8.4 Be cautious when using sarcasm and humor. Without facial expressions and tone of voice, they do not translate easily through email. 
2.8.5 Keep messages and replies brief. Be selective with what you reproduce and only do it as needed.
2.8.6 Use email in a professional manner. Remember, you cannot control where your message might be sent. 
2.8.7 Do not send chain letters through email. This includes any message that contains a request to forward the information to lots of other people. 
2.8.8 Don't leave your email account open when you leave your computer. Anyone could sit down at your keyboard and send out any libelous / offensive / embarrassing message under your name.
2.8.9 Don't send replies to "all recipients" unless there is a very specific need for everyone to receive the message. It wastes disk space, clutters up inboxes and can be annoying. 
2.8.10  Remember that all laws governing copyright, defamation, discrimination and other forms of written communication also apply to email. 


Chapter 3: Software Use Policy
3.1 Introduction
3.2 Policy Statement

3.3 Classification of Software




3.1
INTRODUCTION

Because electronic information is volatile and easily reproduced, respect for the work and personal expression of others is especially critical in computer environments. Violations of authorial integrity, including plagiarism, invasion of privacy, unauthorized access, and trade secret and copyright violations, may be grounds for sanctions against members of the academic community. 

3.1.1
Unauthorized copying of software is illegal. Copyright law protects software authors and publishers, just as patent law protects inventors. 

3.1.2
Unauthorized copying of software by individuals can harm the entire academic community. If unauthorized copying proliferates on a campus, the institution may incur a legal liability. Also, the institution may find it more difficult to negotiate agreements that would make software more widely and less expensively available to members of the academic community. 

3.1.3
Unauthorized copying of software can deprive developers of a fair return for their work, increase prices, reduce the level of future support and enhancement, and inhibit the development of new software products. 

3.1.4
Respect for the intellectual work and property of others has traditionally been essential to the mission of universities. As members of the academic community, we value the free exchange of ideas. Just as we do not tolerate plagiarism, we do not condone the unauthorized copying of software, including programs, applications, data bases and code. 

3.2  
Policy Statement

As a policy Catholic University of Mozambique encourages the use of free open source software where possible. Other classes of software will also be used and users are expected to be familiar with the different restrictions and limitation regarding each class of software.
3.2
CLASSIFICATION OF SOFTWARE:
The restrictions and limitations regarding each classification are different. 

3.2.1
Commercial
Commercial software represents the majority of software purchased from software publishers and commercial computer stores. When you buy software, you are actually acquiring a license to use it, not own it. 

3.2.2
Shareware
Shareware software is covered by copyright, as well. When you acquire software under a shareware arrangement, you are actually acquiring a license to use it, not own it. You acquire the license from the individual or company that owns the copyright. The copyright holders for Shareware allow purchasers to make and distribute copies of the software, but demand that if, after testing the software, you adopt it for use, you must pay for it. 

3.2.3
Freeware
Freeware is also covered by copyleft and subject to the conditions defined by the holder of the copyleft1. The conditions for Freeware are in direct opposition to normal copyright restrictions. In general, Freeware software licenses stipulate that copies of the software can be made for both archival and distribution purposes but that distribution cannot be for profit. Modifications to the software is allowed and encouraged. 

3.2.4
Public Domain
Public Domain software comes into being when the original copyright holder explicitly relinquishes all rights to the software. 

Chapter 4: Policy for Access to Computer Labs 
4.0 
Introduction

4.1
Policy Statement

4.2 
Guidelines 

4.0  
INTRODUCTION

Catholic University of Mozambique computer labs are available for use by anyone with a valid UCM ID card. This includes main labs as well as those labs in the various faculties and other public areas. Any exception to the use of the labs must be approved by the Director of ICT.
4.1 Policy Statement:
To provide ICT resources to UCM community (students included) in an equitable .The allocation of computing resources should be in such a way that it does not disadvantage individuals on the basis of Gender, Race, Tribe or Nationality.
As a policy, the University ensures that every lecturer has a computer in the office and there is one computer for at least every five undergraduate student and one for each postgraduate student.
4.2 
GUIDELINES
4.2.1
No lab use is permitted except during scheduled operating hours as posted outside the labs. However, those hours may change in consultation with the Director of ICT. Lab hours are found posted outside the labs. 

4.2.2
All University policies pertain to the use of the equipment and the behavior of individuals within the general use labs. No food, drinks or tobacco products of any nature are allowed within the labs at any time. Catholic University of Mozambique staff, lab monitors and University Security personnel reserve the right to ask disruptive and non-authorized individuals to leave the labs. 

4.2.3
Copyright laws pertaining to software are observed in the labs. Individuals are not authorized to copy software installed in the labs or install software on lab computers. 

4.2.4
It is also prohibited to turn off any copy-protection software, anti-virus software, or otherwise change the configuration of any machine within the labs without the consent of ICT, including the removal of any disk/file locking software. Making changes to the system hardware and software configuration that interfere with others use of the same machine, or any portion of the data network and printing, may result in the restriction of the individual’s rights to use all general access labs. 

4.2.5
Usage priorities are set within the labs based upon a set of practical rules. Guests may only use the facilities when not busy or school is not in session. The lab use priorities are determined as follows: 

4.2.5.1 Top priority is given to classes in session during scheduled times 
4.2.5.2 Scheduled and unscheduled classes, training and seminar sessions 
4.2.5.3 Students word processing papers and/or email and Internet access as it pertains to class assignments 
4.2.5.4 Students, faculty and staff doing email and other Internet resource access.

4.2.5.5 Entertainment activities such as personal web browsing have lowest priority. 
4.2.5.6 At no time shall any sexual or racially discriminating material be displayed in the labs, except as it pertains to class assignments. If requested to remove the display of information or graphics of such a nature, the individual shall do so immediately. 

4.2.6
No user is permitted to move or attempt to repair any ICT hardware equipment.

Chapter 5: Bandwidth Management and Optimization Policy

6.1

Introduction 

6.2

Policy statement

6.3

Purpose       


1.0 INTRODUCTION
Bandwidth is a scarce resource that must be efficiently managed in order to support the University’s educational and scholarly objectives.  In order to optimize and manage bandwidth the ICT Department will prioritize certain types of traffic and will install tools to monitor the usage of this resource.
6.2
Policy statement:

It is the policy of the university to prioritise the allocation of bandwidth in line with the educational and scholarly mission of the university.
2.0 PURPOSE
The Bandwidth Management and Optimization Policy aims to enable prompt identification of network problems and achieve optimal resource utilization.

In line with the scholarly mission of the University the ICT Department may do the following to conserve bandwidth and ensure it is being used for the primary purpose:

2.1 Monitor the sites visited by users.

2.2 Block non-scholarly websites.

2.3 Limit access to such sites as external web-based email services.

2.4 Allocate bandwidth according importance of the service (e.g. Library,      e-learning, etc).

2.5 Allocate USER QUOTAS for Bandwidth.

2.6 Publish “top bandwidth users”.

2.7  Restrict services such as downloads to particular times or bar them totally.

Chapter 6: University-Owned Equipment Policy
7.1
Introduction
7.2
Policy Statement
7.3
Equipment Purchased by Project Funds
7.4
Re-allocation
7.5
Equipment Disposal
7.6
Equipment Replacement 
7.7
Relocation of Computer hardware or Software 
7.8
Server Backup

7.1  
INTRODUCTION
The ICT Department is the custodian of all computer resources in the University including those purchased by projects. All equipment will be re-allocated or disposed off on the advice of the ICT Department. Generally all ICT equipment will be regularly evaluated and upgraded accordingly to keep pace with technological advances. 

7.2
Policy Statements
As a policy the ICT is responsible for all the acquisition of all ICT equipment at Catholic University of Mozambique in order to ensure that standards and procedures are maintained.
As a policy the ICT resources shall cater for all users even those with special needs such as visually impaired, those with speech and language difficulties
As a policy and with resources allowing computers on the network shall be replaced when they have four years old.
As a policy, the university will have a budget line specifically for equipment acquisition, maintenance and replacement.
7.3  
EQUIPMENT PURCHASED BY PROJECT FUNDS

ICT department is responsible for the purchase of project equipment and keeping the inventory. Project equipment will become university equipment when the project comes to the end. However, this can vary as per the various memoranda of agreement of projects. The Project Director will report to the Director ICT when a project comes to an end.
7.4 
RE-ALLOCATION
Where on office receives a new computer the older one if still usable can be redeployed to another office and priority in given to an office within that unit.

7.5 
DISPOSAL
Equipment may be disposed off only if it is not needed anywhere on campus.
7.6
EQUIPMENT REPLACEMENT
Resources allowing, computer equipment will be replaced when it is four years old.

7.7
RELOCATION OF COMPUTER HARDWARE OR SOFTWARE 

The ICT Department is responsible for maintaining an inventory of University-owned computer hardware; and for purchasing software, and maintaining licensing records. The ICT department is responsible for the following: 

7.7.1 Relocation of a computer system (CPUs, monitors, printers, scanners) on campus, unless the system is explicitly designated as a portable system. 
7.7.2 Reassignment of a system to another person. 
7.7.3 Transfer of licensed software to, or from computers. 
7.7.4 Desktop computer systems will not be removed from campus, unless by special arrangement with the Director of ICT.
7.7.5 If a user leaves the University, he or she must leave behind all hardware, software, accessories, and documentation provided by the University unless otherwise stated in one’s contract. 
7.7.6 Supported equipment 
ICT supports both UNIX and Windows equipment. Those needing other operating systems (e.g. Mcintosh, OS2) must be capable of supporting themselves. 
7.7.7 Antivirus Software
To minimize disruption resulting from viruses, worms and other harmful software, all computers on the university LAN must run anti-virus software approved by the ICT department.
7.8 
Server Backup

Servers are backed up regularly as a precaution against equipment, media, or data failure. 

All servers associated with central computing functions are backed up on an appropriate schedule, either regularly or on an as-needed basis as follows: 
7.8.1 Servers with rapidly changing information are backed daily. This includes the business office and student record computing server running Accounting and Students’ Records systems and the Academic Computing server containing home directories including personal web pages. 
7.8.2 Email messages in the email server are not backed up. Therefore, if a user deletes an email from an inbox, it is gone forever and cannot be restored.
7.8.3 Servers with relatively stable, but changing, information are backed up weekly. This includes the institutional web pages. 
7.8.4 Servers associated with network administration tasks have static information and are only backed up when changes are made to that information. This includes servers such as DNS and DHCP. 

Chapter 7: UCM Web Site Policy
8.0 
Introduction
8.1 
Policy Statement

8.3 
Guidelines
8.0
INTRODUCTION
Catholic University of Mozambique's Web Site primarily serves two purposes in support of UCM’s mission. It is a tool to encourage and allow external and internal constituencies to interact with the University to further the mission of the University and enhance resources. Secondly, it is a tool to deliver current information and services to the UCM community including students, faculty, staff and alumni. 

8.1 POLICY STATEMENT

The Catholic University of Mozambique website is an official vehicle for information gathering and information dissemination to the cooperate world.
The UCM web site shall be defined as all web pages that reside within the "UCM" directory on the University's web server, any web pages served by University owned servers and all dynamic web pages created by UCM regardless of their point of origin.
8.3
GUIDELINES

8.3.1 Information published on the UCM web site must be current. It is the responsibility of 
each information provider to monitor the accuracy and currency of the information contained on their web pages. This information should be provided to the Webmaster.
8.3.2 All UCM web content must be in compliance with existing University policies, as well as local and national laws and regulations. In particular, web pages or documents on the UCM server must NOT contain:
8.3.2.1 Copyrighted materials in any form without the written consent of the original copyright owner.
8.3.2.2 Materials in violation of national and international copyright laws. 
8.3.2.3 Non-UCM related merchandising or marketing without the approval of the     Director of ICT.
8.3.2.4 Except as directed by other UCM policy, any information, confidential or otherwise, pertaining to other individuals or groups who do not want the information published.
8.3.2.5 Final responsibility for the content and appearance of the UCM web site will reside with the Director of ICT and the Director of Information and Public Affairs.
8.3.2.6 Personal pages and web sites are not considered part of the official UCM web site. Personal pages and web sites shall be defined as those pages or sites resident in UCM student or employee's personal directories.
8.4 Intranet 
……………………………………………………………………………………………………………………………………………………………………………………………….
1Copyleft is a general method for making a program or other work free, and requiring all modified and extended versions of the program to be free as well
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